MeToanyeckue peKOMeHAAlUM IS poauTeJieil o 00ecneyeHn0 KOHTEHTHOM
¢unbTpanuu nomamuero MHrepHera st 00y4ar0muxcs

JIJist orpaHUYeHus JOCTyNa JAeTe K HeKenaTeIbHOMY, OMTACHOMY KOHTEHTY
B HACTOSIIIEE BpeMsi UMEETCS BO3MOXKHOCTh BbIOpaTh KaK KOMMEpPYECKOE, TaK U
CBOOOJTHO PpACIPOCTPAHSIEMOE MNPOrpaMMHOE OOECIEYeHHEe U CEpPBUCHI, JIHOO
tapudHbie onuuu HHTEepHET-TIpoBaiiiepoB, TUOO0 CHelUalbHble BO3MOXKHOCTU
AHTHUBUPYCHBIX ITPOTPaAMM.

[Ipunimn  pabOTBl ATUX CUCTEM OOBIYHO CTPOUTCS HA  YEPHBIX
(3ampenIeHHbIX ) U 0eTbIX (pa3pernieHHbIX) CIUCKaX, JTHO0 Ha OCHOBE (PHIIBTPAIIUU.
Haubonee mmmpokoe pacnpocTpaHeHue MOIyYHINd TPU aaroputMa GuibTpaluu:

GuIbTpanys MO KIFOYEBBIM CJI0BaM (KOHKPETHBIC CJIOBA M CIIOBOCOUYETAHUS
WCITOJIB3YFOTCS JJISI BKITIOUEHUS OJIOKHPOBKH BeO-caifTa);

nuHaMudeckas GuibTpanus (CoIepKUMOE 3ampaniuBaeMoro Beb-pecypca
aHANIM3UPYyeTCs B MOMEHT oOOpalleHus, 3arpy3ka CTpaHHI] pecypca B Opaysep
OJIOKUPYETCsI, €CITU COJIEP)KMMOE OIPENEIAETCs KaK HeXKeNaTeIbHOE);

URL-punptpanus (3ampamvBaemas CTpaHWlIla WM LEJbI  JIOMEH,
Hampumep, dosug.nu, MOryT OBITh ONpENETICHbl WM KaTerOPUPOBaHBI Kak
HEXKENATEeIbHbIA PECcypc, BCJIEACTBUE 4YEro JOCTYIl K TakKUM CTpaHUIaM
OJIoOKUpyeTCs).

Jlyuymire B MHpe CHCTEMbl KOHTEHTHOM (uibTpanuu ucnonb3dytoT URL-
(GunbTpalKio, OCHOBAHHYIO HAa aHAM3€ M KaTeropusauuu HHTepHET-pecypcoB.
Takoif MexaHu3M npu3HaH HauOojee >PQPEKTUBHBIM METOJAOM (PUIbTPALUU
KOHTEHTA.

JIst orpaHUYeHUsl TOCTyIa HECOBEPIICHHOJIETHUX JIHI] K HEXKEJIAaTeIbHOMY
WU OMACHOMY KOHTEHTY C HACTOJBHBIX KOMITBIOTEPOB U MOOMJIBHBIX YCTPOUCTB
MOYHO UCII0JIb30BaTh JAOTOJIHUTEJIbHbIE OIIIUM, npeajgaraeMbie
ooabmmHCcTBOM UHTEepHeT-npoBaiiiepoB. JJ1s1 3TOro He0OX0IUMO OOPATUTHCS B
CIIy’0y TeXHUYECKOM MOIEPKKHU IpoBaiinepa (TeneoH TaHHOM CITyKObl 0OBIYHO
yKa3aH B JIOTOBOPE) M BbICKA3aTh TMOXKEJIaHUE TOJKIIOUEHUSI JAHHOW YCIYTH.
Jlanee HEOOXOIUMO CIIEIOBATH MHCTPYKIIMSIM OTIepaTopa.

MOXHO TakKe€ HCIOJb30BaTh CHENUAJM3ZUPOBAHHOE NPOrpaMMHOe
o0ecrieyeHne u cepBuchbl. Hambosee momymsipHbie, HEKOMMEPUYECKHE BEPCHUU:
SkyDNS, NetPolice Child, Eyes Relax, Parental Control Bar, Norton Online
Family, NetPolice Lite. [TomuMo 3TOro, CymecTByeT BO3MOXKHOCTH BBEICHUS
OTpaHUYCHUSI JOCTYIA K HEXKeJaTeJIbHbIM caiiTaM MyTeM YCTaHOBKHU JIOMOJTHEHUMN
(pactmmpenuii) B MuTepHeT-Opay3epax, Takux Kak: Internet Explorer, Mozilla
FireFox, Chrome, Opera u npyrux.

OGpamiaeM BHHMMaHUE, YTO Ha JOMAIllHUX KOMITBIOTEpAX TAaKXKE MOXKHO
3a/IeiCTBOBaTh AHTHUBUPYCHbIEe TMporpamMmbl ¢ dyHknuen «Pogurenpckuii
KOHTPOJIbY», KOTOPhIE MOTYT 3alUTUTh peOCHKA OT HEKEIATEIbHOTO0 KOHTeHTa. B
OCHOBHOM 3TO KOMMepueckue mpoayktel: Kaspersky Internet Security 2012,
Kaspersky Crystal, Kaspersky Internet Security 7.0, KinderGate Pomutenbckuii
xkoutposb, ChildWebGuardian, Spector Pro 6.0, KubepMama, Eset Nod32 u

IPYTHUX.



OpHako CyIIECTBYIOT MU OecliaTHbIE MPOAYKTHI, Hampumep, Avira Free
Antivirus 2013 ¢ Be6-nmpunoxenuem Avira Free SocialShield.

Hcnonb3zoBanre GyHKIUHU POJUTEIBCKOTO KOHTPOJS MOAPOOHO OMUCAHO B
WHCTPYKIIUSX MOJB30BATENS ISl aHTUBUPYCA.

Crout oOpaTuTh 0c000€ BHMMaHHE HAa HaNW4Yue (YHKIUU POJUTEIHCKOTO
KOHTPOJII MpU TNPUOOPETEHHUU AaHTHUBUPYCHOM MpOTrpaMMbl WM MPOJJICHUU
JUIEH3UH Ha CIEAYIOMIUNA ToJl, COOOIIUTH O BallleM KEJIAHUHU PACIPOCTPAHUTEIIO
nporpaMMHOro obecrieueHus. [IpakTudyeckn Bce COBpEMEHHBIE pPa3pabOTUYUKU
AHTUBUPYCHBIX MAaKETOB MMEIOT B CBOEM apCeHalle MPOJIYKTHI Il 00eCHedeHHUs
0e30macHOCTH pedEHKa B CETH, OJOKUPOBKU HEXKEIATEIBHOIO M OIMACHOTO
KOHTEHTA.

Bo3moscnocmu pooumensvcko2o konmpons.

1. Qunempor web-catimos.

CrnoBa-3amnpetsl (puibTpsl). Bel 3amaere HaOOp KIIOYEBBIX CIIOB, U €CIHU
4yTO-1M00 M3 UX CHOUCKAa OOHapyXuBaeTcs Ha Wweb-CTpaHHIle, TO OHa HE
OTKPBIBAETCS.

Coznanmne Oenoro cnucka. bosiee KecTkHil crmoco0 KOHTPOJIA, KOIJa BbI
CaMOCTOATENLHO COCTaBJIsIeTe OCNbId CMHCOK CAaWTOB, KOTOPHIE MOXKET MOCENIaTh
peOeHOK.

Co3ganue 4epHOro cnucka. B 4epHOM CHHCKE YKa3bIBAIOTCSA CaWThl, Ha
KOTOpbIE peOEHKY 3aX0AuTh 3amnpeiieHo. [Ipunoxenue padoraer ¢ 6a30i TaHHBIX,
I7ie coJepKarcst calTel s B3pocibiX. KpaliHe jxenaTenbHO, YTOOBI CHHCOK
peryisipHo OOHOBIISICS 4Yepe3 VHTEpHET, MHAue MOSBJICHHE HOBBIX PECYpPCOB
OBICTPO CIIENaeT 3alUTy HEaKTyaJlbHOW. PoauTenn MOryT pacumpsTbh YEpHBIN
COMCOK CaliTOB Ha CBOE€ YCMOTpPEHUE, TMpU  SKEJIaHUH, HUCIHOJIb3Ys
aBTOMATU3UPOBAHHYI0 WH(OPMAIIMOHHYIO CHUCTEMY BEJEHUS U MCIOJb30BaHUS
0a3bl JaHHBIX O CalTax, COJEPXKAIIMX 3aNpenéHHYI0 K paclpOCTPAHEHUIO B
Poccun undopmanuio, yrBepxkaeHHyto IlocranoBnenuem IlpaButenncTBa
Poccuiickoit  ®epepannu ot 26 okTsa6ps 2012 roma Ne 1101 «O  eaunoi
aBTOMATU3UPOBAHHON WH(pOPMAIIMOHHON cucteme «EnuHbIN peecTp JOMEHHBIX
UMEH, yKa3aTelied CTpaHHI] CAaUTOB B MH(POPMAIIMOHHO-TEICKOMMYHUKAITMOHHON
cetu «IHTepHET», U CETEBBIX AJIPECOB, MO3BOJISIOMINX HUIACHTUPHUITUPOBATH CANUTHI
B MHGOPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHOW cetu «WHTepHeT», coaepxaiine
uHpopmarmo, pacmnpoctpaHeHue kotopoir B Poccuiickoit = ®Deneparuu
sanperneHo»» (https://reestr.rublacklist.net).

2. OecpanuueHue 6pemeHU, NPOBOOUMO2O PeDEHKOM 3d KOMNbIOMEPOM.
OnpenensiiTe pacnucaHue TOJIB30BaHHUS KOMIBIOTEpOM U MHTEpHETOM:
BBIOMpATE TONTyCTUMOE BPEMS CYTOK U MPOJIOJKUTENBLHOCTH paboThl. Tak Bam He
MPUIETCSA MPOTOHSITh peOCHKAa OT KOMIIbIOTEpAa W BCTYIAaTh B KOH(DJIMUKT - CEaHC
3aKOHYMTCS caM co00il.

3. Yemanoexa 3anpemos na ucnonvzosanue demomu 0omoenbHuIX HPOSPAMM.
Bo uzbexanue pa3audHbIX HEIOPa3yMEHUN POJUTENH MOTYT OTPAaHUYUThH CITUCOK
UCITIOJI3yEeMBIX PEOCHKOM MPOTPAMMHBIX MPOAYKTOB. BOJIBIIMHCTBO COBPEMEHHBIX
OMEpPAIIMOHHBIX CUCTEM MMEIT B CBOEM COCTaB€ MHCTPYMEHT JIOCTyNa



https://reestr.rublacklist.net/

MOJIb30BATENE K NOPOrpaMMHBIM  OPOAYKTaM, 4YTO JA€T  BO3MOYKHOCTh
OTPaHUYEHUS 1OCTyIa peOCHKA K HEXKENATEIbHBIM IPOrPaMMHBIM IPOAYKTaM.

4. Vnpaenenue oOocmynom Kk ucpoguim npunoxcenusm. Bo3MoxHOCTH
POIUTENBCKOTO KOHTPOJIS TO3BOJISAIOT TIOMOYb JETSAM HUIpaTh B O€30IMACHBIE,
IpyKento0HbIe, 3aHUMATENbHbIE M OOydYallllle WIPhbl, COOTBETCTBYIOLIME HX
BO3pacTy. B yacTHOCTH, poaWMTEnM MOTYT OJIOKMpOBaThb KakK BCE WIpPbl, TaK M
TOJIBKO HEKOTOpbIE M3 HHUX. JIONOJIHUTEIBHO POAMTENIN MOTYT YCTaHaBIUBATH
paspenieHre Wi 3arpeT Ha JOCTYI K OTAEIbHBIM UIPaM, UCXOS U3 JOITyCTUMOM
BO3PACTHOM OLIEHKH U BHIOOPA TUIIA CONEPHKUMOTO.

5. Kypnan omuemos o pabome pebenka 3a xomnviomepom. C LEIbIO
aHaJIN3a TOTO, YeM 3aHUMAJICA PEOCHOK 32 KOMIIBIOTEPOM B OTCYTCTBHE B3pOCIIBIX,
KAaKue MporpamMMbl 3aIllyCKall, KaKue CalTbl mpocMarpuBail B MHTepHeTe, ¢ keM
oOmancs W T.JA., POAUTEICKUNA KOHTPOJb BEACT AayAUT BCEeX JCHCTBH
IIOJIPACTAOIIEr0 I0JIb30BaTeNd. B JKypHan 3anuchIBaroTCsa aapeca MOCEHIEHHBIX
neTeMu cTpanul MHTepHET. B HEKOTOPBIX MporpaMMax )ypHajl ¢ OTYETOM MOKHO
[OJIy4aTh MO AJIEKTPOHHOM MOYTE, YTO OUYEHb yJOOHO, €CIU POAUTENb HaXOIUTCS
BHE JIOMa, U XOUYEeT POCMOTPETh, KaKHe CalThI MOCeIail peOeHOK.

Eme pa3 HeoOX0AMMO HANOMHUTb, YTO MJI OTpPaHUYEHHUS JOCTyHa K
HEXEJNAaTeJIbHOMYy, OIIACHOMY KOHTEHTY B  HACTOSIIEE BpeMs  UMEETCs
BO3MOXKHOCTh BBIOpPAaTh KaK KOMMEPYECKOE, TaK U CBOOOJHO pacIpoCTpaHsIeMoe
IporpaMMHOE OO0ECIeYeHHe M CepBHUCHI, JIMOO TapudHble onuuu MHTEpHET-
IpOBaiiiepoB, MO0 CrelHaIbHBIE BOBMOXHOCTH aHTUBHPYCHBIX ITPOTPaMM.



